[Ipunoxenue 4
K IpHKa3y ['0cyjapCcTBEHHOI0 aBTOHOMHOIO
YUPEXKIEHUS KyJIbTYPEI Toposia MOCKBEI

«W3maiitoBekuii [1apk KyIbTypbl B OTABIXa»

or I eewmedie 4443 N Ao/

IMOJIOKEHHUE
00 obecneyenrn 6e301aCHOCTH NMEePCOHAJBHBIX JaHHBIX
B I'ocy1apcTBeHHOM aBTOHOMHOM Y4pesKIeHHH KyJbTYPbI ropoaa MocKBbI
«Mzmaiinoeknii [lapk KyJabTyphl H OTABIXA)
npH HX 00pa0doTke B HHPOPMALHOHHBIX CHCTEMAX MEPCOHAJIbHBIX IAHHBIX

1. IToHATHA B COKpaLIeHHsI

1.1. B IlomoxeHHH HCIONB3YIOTCA CIEAYIOUINE MOHATUS, ONPEHSICHUS U
COKpAIICHHUS:

Yupexnaenue — I'ocynapcTBeHHOe aBTOHOMHOE YUpeKIeHHe KYJIBTYpEI
ropoza Mockssl «M3MmaitnoBekuit [1apk KyJIbTypbl B OTABIXaY.

IT]1s (nepconansHkle AaHHBIE) — TE00as HHPOPMAIIHs, OTHOCSIIASCS K IPSIMO
HIIM KOCBEHHO OIIPEJIEJIEHHOMY WIIH OIpeieniieMoMy hu3ndecKoMy JTHIY (CyOBeKTY
[IePCOHANIBHBIX JAHHBIX).

Ob6paborka II[lH — moOoe [elicTBHE C IEPCOHANBHBIMU JaHHBIMY,
COBEPINAEMOE C UCII0JIL30BaHUEM CPE/ICTB aBTOMATU3aLUHY MU O€3 HCIIOIB30BaHH
TaKHUX CPEACTB.

UCII[x (Takke — chcTeMa) — WH(GOpPMAMOHHAS CHCTEMa MEPCOHATBHBIX
JaHHBIX, IpeacTaBisromas coboi coBokynHocTh [I/IH, coxepxamuxcs B 0Oase
IAaHHBIX, & TaKkKe MHPOPDMALUOHHBIX TEXHOJNOTHMM ¥ TEXHUYECKHX CpEICTB,
IIO3BOJIAIOIIMX OCYIIEeCTBIATh 00paboTky Takux IT/[H ¢ ucmonb3oBaHUEM CPENCTB
aBTOMAaTU3allMy UK 0e3 UCIOJIb30BAHUSA TAKHX CPEICTB.

[Tonezosatens MCII/IH (Takke — MOJIb30BaTENb) — COTPYAHUK YUperKIeH s,
Jony1eHHBIN K oOpaboTtke IT/1H.

APM — aBromarusupoBaHHOe pabouee MecTo monb3oBaress VUCIT/IH.

ABromarusupoBanHas obpaborka II/Iln — obOpaborka ITIIH ¢ mOMOIIBIO
CPEACTB BEIYHCIUTEIHHON TEXHHUKH.

O6pabotka [1/[n Ge3 UCIIOJIB30BaHKS CPEACTB aBTOMATH3AIMKH — 00padoTka
[IEPCOHANIBHBIX  JAHHBIX, COAepXaIluxcsi B HHGOPMAIMOHHOH  cHcTeMe
MEPCOHATBHBIX MAHHBIX JMOO W3BIEYEHHBIX M3 TAKOH CHCTEMBI, €CIIH TaKHe
HOeHCTBHS C MEpCOHANBHBIMU JAaHHBIMH, KaK HCIIONB30BaHKE, YTOYHEHHE,
paclpoCTpaHEeHUe, YHUUTOXKEHUE NIEPCOHANBHBIX JaHHBIX B OTHOIICHHH KaXXIOI0
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M3 CyOBeKTOB IEPCOHATBHBIX JAaHHBIX OCYIIECTBISIOTCA MPH HEMOCPEICTBEHHOM
Yy4YacTHH 4eJIOBeKa.

AKTyasbHbIe YTPO3bI 6€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYIIHOCTb
YCIOBHH M (paKTOpOB, CO3JAIOIIMX ONACHOCTH HECAHKI[HOHHPOBAHHOTO, B TOM
YHCTIe CIy4aiHOro, HOCTyNa K NepCOHANBHBIM NaHHBIM MpH HX 00paboTKe B
MHQOPMALHOHHOM CHCTEMe, Pe3yNbTaTOM KOTOPOTO MOTYT CTaTh YHHYTOXKEHHE,
M3MEHeHHe, OIIOKHpOBaHWe, KONHPOBAaHHE, NPEIOCTAaBIEHHE, PACHpOCTPAHCHHE
IIePCOHATBHBIX AHHBIX, & TAK)Ke HHBIC HETIPaBOMEPHEIE e CTBHA.

Cucrema 3aIUTEl HepcoHanbHEX AaHHbX (C3IIIH) — opraHu3alHoOHHbR U
TEXHUYECKHUE MEpEI, ONpe/eJICHHEIE ¢ YYeTOM aKTyalbHbIX YIpo3 6e30MacHOCTH
MEPCOHAIBHBIX JNAHHBIX W HH()OPMAlMOHHBIX TEXHOJOIHMH, HCIIOAb3yeMBIX B
MHGOPMaIIHOHHEIX CHCTEMAX.

CBT — cpencTBa BEIYHCIUTENBHON TEXHUKH.

HCJI — HecaHKIIMOHUPOBaHHBIN JOCTYII K JaHHBIM, 3armuiaemMbiM CBT.

b1 — 6a3b1 nanuex I1/1H.

C3HU - cpencrTra 3amuThl HHOOPMALIHH.

2. O01mue moIoKeHus

2.1. Hacrosiuiee ITonoxenue 06 obecriedenun 6e30MacHOCTH IIEPCOHAIBHBIX
A@HHBIX ITPM MX aBTOMAaTH3MPOBAaHHOH 00paboTke B HH(YOPMAIMOHHEIX CHCTEMAaX
[IEPCOHANBHBIX JaHHBIX YCTaHABIMBAET COCTAB M COAEPIKAHUE OPraHU3aIMOHHEIX U
TEXHHYECKHX Mep I10 00ecredeHrt0 6e30IacHOCTH IIePCOHANBHAIX NaHHBIX TIPH X
00paboTKe B MHPOPMAIIHOHHEIX CHCTEMaX [EPCOHANBHEIX IaHHBIX Ha IPOTSKEHAH
BCETO0 LIUKJIa UX IKCIUTY aTaL[HH.

2.2. Meps mo ofecriedeHnio G6€30MACHOCTH IEPCOHANBHBIX JAHHBIX
NPUHUMAIOTCSA ISl 3aLlMThl MEPCOHANBHBIX JAHHBIX OT HENPAaBOMEPHOIO HITH
CIIyJalHOTO JOCTyNa K HHM, YHHYTOXCHHS, H3MEHEHWS, OJOKHPOBAHHS,
KOIMHPOBaHHUs, IPEJOCTABICHUA, DPACIPOCTPAaHEHWS IEPCOHAIBHEIX JaHHEIX, a
TAaK)Ke OT MHBIX HCTIPABOMEPHBIX JEHCTBUH B OTHOLICHHUH TIEPCOHANBHBIX JAHHEIX.

2.3. Mepol mo ofecmedeHHIO G(€30MAaCHOCTH IEPCOHANBHBIX IAHHBIX
PEAIM3yIOTCS B paMKaX CHCTEMBI MX 3allUTHl, CO3/aBaeMOiM YuUpexkIeHHEM B
COOTBETCTBUM C TPEeOOBaHMAMH K 3allUTe IEPCOHANBHBIX MAHHBIX INPH HX
00paboTke B HHGOPMAIMOHHBIX CHCTEMAaX, yTBEPXKISHHBIMU IOCTAHOBICHUEM
IpaBuTenscrsa Poccuiickolt ®eneparun ot 1 HosiGpst 2012 r. Ne 1119, npukasom
OCTIK Poccun ot 18 despams 2013 . Ne 21 "O6 yTBepXKIEHHH COCTABA U
COZCpXaHUs OpraHM3allMOHHBIX M TEXHWYECKUX Mep [0 O06ecledyeHHIo
Ge30MacHOCTH MepPCOHANBHBIX JaHHBIX NPH HX 06paboTKe B MH(DOPMALHOHHBIX
CHCTEMax IIePCOHAIBHBIX MJaHHBIX' M JO/DKHBI OBITh HAampaBlIE€HEl Ha
HEUTpau3aLHIO aKTyalIbHEIX YTPO3 6€30MacHOCTH IePCOHANBHBIX JaHHbIX.



2.4. ITonoxxeHue onpemnenser

— nopsanok pabotel pabotHuKoB Yupexaenus ¢ MCII/IH B yacTi o6ecrieueHus
Oesonacuoctu IT/IH npu ux o6pabortke,

— TIOPANOK pa3buparenbCcTBa M COCTABIEHHS 3aKMIOYeHHE IO  axram
HECOOIIFO/IeHUs] yCNOBHI XpaHEeHHs HOCHTEeNel MNepCOHATBHBIX NaHHBIX,
UCTIONBE30BaHM CPE/ICTB 3aLUTHI HHOOPMAITHH,

— paspaboTKy M IPHHATHE Mep IO IPeJOTBPAIICHHIO BO3MOKHBIX OMNACHEIX
IIOCJIEICTBHI TaKUX HApYIIIEHHH,

— IHOpANOK TMPHOCTaHOBKM IpenoctaBieHus IIJI[H B ciydae oOHapyxkeHHs
HapyIIeHHH OopsiKa UX IPEeIoCTaBIeHHUS,

— TIOpsZIOK 00y4YeHus paboTHHKOB npakTuKe paboTsl B UCIT/IH,

— MOPAOOK IIPOBEPKH 3NIEKTPOHHOIO XXypHaina obpamenwii k ICIT T,

— TOpANOK KOHTPOJIA COOIIONEHHUs YCIOBUE HCIIONB30BaHMs CPEJCTB 3aIlHTEL
MHQOPMalKK, TpeAyCMOTPEHHEIE SKCIUTyaTAlHMOHHOM M TEeXHHYECKOM

JOKYMEHTAaIHEH,

— TpaBuiIa OOHOBIEHHs OOIIECHCTEMHOrO H IIPHKIAJHOTO MPOTPAMMHOLO
obecrieueHusl,

— TpaBuiia OpraHM3alMyd aHTUBHUPYCHOM 3alllUTBI W MApPOJbHOM 3aLIUTEI
NCTI/IH,

— MOPANOK OXPaHBI U J0ITyCKa IIOCTOPOHHHUX JIHI] B 3aIlAILAEMbIE IIOMEITIEHMS.

2.5. Hacrosiee ITonoxeHue BCTymaer B CHILy ¢ MOMEHTA €ro YTBEPKICHUS

JIUPEKTOPOM YUpeXIeHHs M JeHCTByeT 6GeccpoYHO, 10 3aMEHBI €ro HOBBIM
[Tonoxenuem.

2.6. Hacrosmee Ilonokenne MOINEKHUT KOPPEKTMPOBKE HPH H3MEHEHHH
3aKOHO/ATEIbHBIX H HOPMaTHBHO-IIPABOBBIX aKTOB, 0 PEKOMEHJAIMSIM Ha[30PHBIX
OpPraHoB, IO Pe3ylIbTaTaM IIPOBEPOK B paMKaX I'OCYJapCTBEHHOrO KOHTPOINS, a
TAKXKC B IIEJIIX COBEPLICHCTBOBAHMS TeXHOIOTHIT 06paboTku IT]H.

2.8. Bce coTpymHWKH VYupexAeHMd, OONYINEHHBIE K obpaboTke
[IEPCOHANTBHBIX NaHHEIX, JOJDKHBL OBITH 03HAKOMIIEHEI 10,1 IOANHCE ¢ [TooKeHneM
Y U3MEHEHUSMHU K HEMY. _

2.9. Hacrosmee IlonoxeHue siBisercs o6sA3aTeNbHBIM [UIS HCIIOMHEHHS
BCEMH COTPyAHHKaMM YUpexjeHus, HMEIONMMH IOCTYI K IEePCOHATBHBIM
IaHHBIM.

2.10. OTBeTcTBEHHOCTh 33 AaKTYyalIU3allMI0 HACTOSIIEr0 I[lONOMXKEHHS W
TeKYIMH KOHTPOJIb Hajl BBIIONHEHHEM HOPM ILIONOXKEHHS Bosjiaraercss Ha
Ha3Ha4aeMOro IIPHKa30M YUpexIeHus: pabOTHHKA, OTBETCTBEHHOTO 3a 0becredeHue
HH(OPMAIMOHHOMH 0€30MaCHOCTH M 3aIlMTHl IEPCOHATBHBIX JaHHBIX.

2.11. Hacrosimee Ilomoxkenwe pa3palOTaHO HA OCHOBaHMH CIEIYIOIIMX
OCHOBHBIX HOPMAaTHBHBIX IPABOBBIX aKTOB H JOKYMEHTOB B 00JIaCTH oOeCIIeueHws
0ezonacuocTu I1/1H:
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— @enepanbHeiii 3akoH oT 27 mrons 2006 r. Ne 152-@3 "O mepcoHambHBIX
JaHHBIX";

— mnocraHoBnenue IlpaButensctBa Poccuiickodt @enepammit or 1 HoA6ps
2012r. Ne 1119 "O6 yrBepskneHun TpeGOBaHMN K 3alIATE MEPCOHATBHBIX
JaHHBIX IpH UX 06paboTke B HHOOPMALHOHHBIX CHCTEMax MepCOHATbHBIX
NaHHBIX";

— npuka3s QenepanbHON CiryKObl II0 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOIIIO
ot 18 despana 2013 r. Ne 21 "O6 yrBepskaenun CocTaBa M CoOmep:KaHHS
OpPraHHU3allMOHHBIX M TEXHUYECKHX Mep II0 obecrieyeHHro Ge30macHOCTU
IIEPCOHANBHBIX NaHHBIX MPH UX 00paboTke B MHGOPMAIMOHHEIX CHCTEMax
IIEPCOHAIBHBIX JIaHHBIX".

2.12. IlonoxeHue paspaboraHo ¢ yderoMm TpeGopaHuit Ilomoxkenus 06
00paboTKe M 3alMTe NEPCOHATBHBIX NAHHEIX B 1'OCYJapcTBEHHOM ABTOHOMHOM
YUIPEXICHUH KyNbTypsl ropoga Mocksel «M3mainoBckuii ITapk KynsTypel u
OTOBIXAY.

2.13. VYupexnenue yduThIBacT TpeGoBaHMs Hacrosmiero I[lonokeHMA mpH
pa3paboTKe M YTBEPXKICHWM BHYTPEHHHX JIOKAIBHBIX aKTOB M MHBEIX JOKYMEHTOB
YupexneHus, cBsi3aHHBIX ¢ 00paboTkoii [T/1H.

3. llopsinox paGoTe! noab3oBarenei MCIIIn
no obecnevyennio 6ezonacHoctu I1/In

3.1. Hacrosimmii mopsimok onpenenser AeicTBus mons3oparerneii UCIT/IH B
gactu obecnieyenus 6ezonacHocty I1/IH npw ux ob6padotke B UCII/IH.

3.2. Homyck momnb3oBaTenei nns pabotel Ha APM ocymiecTBisiercss Ha
OCHOB2HMH TIPHKa3a H B COOTBETCTBHH CO CITMCKOM JIUII, AOIMYILIEHHEIX K paboTe B
UCIIMu. B nemsax obecredeHHs OTBETCTBEHHOCTH 3a BEICHHE, HOPMATbHOE
(QYHKIIMOHMPOBaHKE ¥ KOHTPOJIb paGOTEI CpeACTB 3aIuThl nHGopmManuu B UCIT/(H
OUpEKTOpOoM HaszHadaeTcs anMunaucTparop UCIT/IH.

3.3. Apmunmuctparop MUCIIIH pmomxkeH wumers mnpoduibHOE aHGO
JOTIONHUTENBbHOE 0Opa3oBaHue B 0011acTH 3anuThl HHpOpMaLud. PexoMerayercs
MPOXOXKAEHHE aJMHHHCTPATOPOM CIELHANU3APOBAHHBEIX KYPCOB II0 3allUTe
unpopmarun B UCITH.

3.4. AIMHMHHCTPATOp OCYIIECTBIISIET CBOU IIOJTHOMOYHSI COBMECTHO C JIALIOM,
HAa3HAYEHHBIM B YUpEeXJEHHWH OTBETCTBEHHEIM 3a O00OpaboTKy W 3aluTy
[IEPCOHAJIBHBIX JaHHBIX.

3.5. Iloms3oBaTens MMeeT NpPaBO B OTBENCHHOE €My BpeMs peIlaTh
IIOCTaBJICHHbIE 3a/1a4d B COOTBETCTBHM C ITOJHOMOYMSIMH JOCTYIla K pecypcam
WCITOn. IIpu aToM amst XpaHeHus HHbOpManuy, conepxamei I1/1H, paspemraercs
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HCIOJIb30BaTh TOJBKO MalllMHHbIE HOCUTENH HH(OpPMALHH, YITEHHBIE B )KypHAJe
y4eTa MallHHHEIX HOCHTEIEIA.

3.6. Ilonp30BaTeNnb HeCeT OTBETCTBEHHOCTE 3a MPABMIIGHOCTE BKIIOUEHUS U
BBIKITFOYCHUS CPEICTB BHIYMCIHMTENBHONM TEXHHUKH, BXOJAa B CHCTEMY M 33 BCe
Jevcteus npu pabore B UCIT/IH.

3.7. Bxoxm mnome3oBatens B HMCII[IH HomKeH OCYIIECTBIATEC IIO
BEIJaBAEMOMY €My NepCOHATBHOMY ITapOJIio.

3.8. 3amuce uHbOpManmu, copepxxarueidi IIJIH, MOXXET OCYMIECTBIATHCA
[IONB30BAaTEIEM  HAa  ChEMHBIE  MAlIMHHBIE  HOCHTENIH  HH(QOpPMALHH,
COOTBETCTBYIOLHM 00pa3oM yYTeHHbIE B XKypHAJIE yYeTa MallIMHHEIX HOCUTEEH.

3.9. IIpu pabore co cheMHBIMM MALIMHHBIME HOCHTENAMH HH(MOpMAIHH
MOJIE30BaTeb KaXKABIM pa3 mepel HadaioMm paboTel 00s3aH MPOBEPHTH HMX HA
OTCYTCTBHE BHPYCOB C HCIIOJIb30BAHMEM IUTAaTHBIX AHTHBHUPYCHBIX IIPOTPAMM,
ycranoBneHHbIX Ha APM HMICI1/I1. B ciiyyae oGHapy keHHsI BUPYCOB I10JIb30BaTeIb
00s3aH HEeMeJJIEHHO NpEeKpPaTUTh MCIONb30BAaHHE ChEeMHBIX HOCHTeNeld u
NEeWCTBOBATh B COOTBETCTBUU C TpeboBaHusaMHU [Tomoxenwus.

3.10. Kaxzp1ii paboTHHK, yJacTBYIOIHI B paMKaX CBOMX (DYHKIMOHAIBHBIX
o0si3aHHOCTEH B mpoleccax aBTOMaTH3HPOBaHHON o6pabotku I1/IH ¥ MMeromuii
JOOCTYIl K amlapaTHBIM CpeACTBaM, NPOrpaMMHOMY OOECIEYEeHHI0 H IOaHHBIM
WCII/IH, HeceT nepCOHANIBHYIO OTBETCTBEHHOCTE 34 CBOH JCHCTBUS U 0653aH:

3.10.1. ctporo coOmomaTh YCTAHOBJEHHBIE MpaBWia OO0ECHEYCHHUS
GesomacHocTH HMH(pOpMaNuMU NpH paboTe ¢ MPOrpaMMHEIMH M TeXHHYECKHMH
cpeacteamu VICI1/IH;

3.10.2. 35aTh ¥ CTPOIrO BHIIIONHATE IIPaBUIa PAOOTHI CO CPEICTBAMM 3aIUTHI
HH(OpMaLUH, ycTaHOBIeHHBIMA Ha APM MCIT/1H;

3.10.3. xpaHuTh B TaliHe CBOM mapons (maponu). B cooTBeTCTBUU
TpeboBaHmsIMH [TOJIOKEHHSI C YCTaHOBJIEHHOM IIEPHOAUYHOCTEIO MEHATH CBOH
apois (T1apoiin);

3.10.4. XpaHHUTP B YCTaHOBJIEHHOM IIOpS/IKE CBOE HHIMBHIAyalbHOE
YCTPOMCTBO HAEHTU(DHUKAIUH;

3.10.5. BeIIONHATE TpeboBaHus [T010KeHNsI TI0 OpraHU3aliyi aHTHBHPYCHON
3aIUTHI B IIOJTHOM 00beMe;

3.10.6. neMenneHHo u3Bemats agmuHAcTpaTopa UCII/IH B ciygae:

KOMIPOMETAIUH JINYHBIX ITapOJIeif;

BBIABJICHAS (DaKTOB COBEPINEHHS B OTCYTCTBHE II0JIB30BATENs IIOIBITOK
HEeCaHKIIMOHHUPOBAHHOI'O JOCTYIIA K JaHHBIM 3alluinaeMsiM APM;

HECAaHKIHOHHPOBAHHBIX W3MEHEHUH B KOH(UIYypalWH MPOrpaMMHBIX HIIH
annapatHbix cpeacts UCIIH;

OTKIIOHEHHH B HOpPMalbHOH paboTe CUCTEeMHBIX M IPHKIAJHBIX
IIPOTPAMMHBIX CPEJICTB, BEIXO/A U3 CTPOS HIIH HEYCTOHYHUBOTO (DYHKIIHOHHPOBAHHS
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nepUQEepHHHEIX yCTPOUCTB (CKaHepa, NPHUHTEPE M T.L), a TaKKe NepeboeB B
CHCTEME JIIEKTPOCHAOKEHMS;

HEKOPPEKTHOTO (pyHKIMOHUPOBAHHS YCTAaHOBJIEHHBIX Ha APM TexHHUeCKHX
CPEJICTB 3allUTHI.

3.11. ITonp30BaTemnto KATETOPUYECKH 3aTIPEIaeTCs:

3.11.1. wucmonk30BaTh KOMIIOHEHTH MPOTPAMMHOIO M anmnapaTHoro
obecnieuenns APM B HeciyKeGHBIX [EJX;

3.11.2. caMOBONBHO BHOCHTH KaKHe-THOO HM3MEHEHHS B KOH(DHIYPaLHIO
annapaTtHo-nporpaMMHEIX cpeacts MCII[IH unu ycraHaBiMBaTh AOMOTHUTEIBEHO
M00BIE TIPOrpaMMHBbIE U allllapaTHbIE CPEe/ICTBa;

3.11.3. ocymecteinste 06pa6orky IIJIH B IpHCYTCTBHM MOCTOPOHHMX (He
AOIYILIEHHBIX K JaHHOH HHGOPMAIIHH) JIHII;

3.11.4. zamuceiBaTh M XPaHHTh KOH(HIEHLHMATBHYI0 HH(POPMALHIO
(comeprkanlyio CBEJEHHMS OrPaHHYEHHOTO PACHPOCTPAHEeHWs) Ha HEY4YTEHHBIX
MaIllMHHBIX HOCHTEISIX WH(OpMaLIUH;

3.11.5. ocTaBNATE BKIIOYEHHBIM €3 IPUCMOTPa KOMITBIOTE;

3.11.6. ocraBisiTh Ge3 TMYHOrO MPUCMOTPa Ha paGoueM MecTe (MM rze 6ol
TO HY OBII0) MAIIMHHEIE HOCHTEIIH M PACIIeYaTKH, conepxkatmre [1/[u 1u6o ApYTyIO
CIy KeOHYIO0 3aIIMINaeMyro HH()OPMAIIHIO;

3.11.7. yMBIIIEHHO HCHONB30BATh HENOKYMEHTHPOBAHHEIE CBOMCTBA U
OmHOKH B IPOTPaMMHOM OOECHeYeHHH WIH B HACTPOMKAX CPEACTB 3aIIUTEI,
KOTOpPBIE MOTYT IIPUBECTH K BO3HMKHOBEHHIO KPU3HCHOM CHUTYAIIHH;

3.11.8. pasmemats cpexctBa MCIIJIH Tak, 4TOOBI ¢ HHUX CyllleCTBOBasIa
BO3MOXKHOCTb BU3yalIbHOI'O CYHTBIBAHUS HHMOPMAIIHH.

3.12. Apmunuctparop UCII/IH o6s3aH:

3.12.1. 3HaTh COCTaB OCHOBHBIX M BCTIOMOTATENBHBIX TEXHUYECKHX CHCTEM U
CPE€/CTB, yCTaHOBJICHHBIX U CMOHTUPOBaHHAIX B ICIT/IH, mepeueHs HCIIOIB3yeMOT0
nporpaMMHoro obecnevyenus B UCIT/x;

3.12.2. KOHTPONHMPOBATH LEIOCTHOCTE NedaTei (IIOMO, 3aIUTHEIX HaKJeek)
Ha neprdepuiinoM 060pyTOBaHHH, 3amueHHsx APM 1 1pyrux YCTpOMCTBaX;

3.12.3. mpow3BOAMTE HEOGXOAMMBIE HACTPOMKM MOICHCTEMBI YIIPABICHHS
nocryrmom APM x MCIT/IH, pu 3ToM:

3.12.4. peanu30BEIBaTh OJHOMOYHS JOCTYA (YTEHHE, 3aIIUCh) IS KaXKIOTO
TIOTIE30BATENS K 3/IEMEHTaM 3aIlHIIAEMBIX HH()OPMAIMOHHBIX pecypcoB ((aiimam,
KaTajoraM, MpUHTEPY H T.1.); _

3.12.5. BBonuTh omucaHusa moms3oBareneil UCIIH B HHGMOPMAIMOHHYIO
0azy C3U or HC/I;

3.12.6. cBOeBpeMEHHO yIAATh OMMCAHHs MONb30BaTeNeH U3 Gas3kl JaHHBIX
C3U npu H3MeHEeHHUH CIHUCKa JOILyLIEHHEIX K paboTe JTHIL;
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3.12.7. KOHTPOJIMPOBAaTh IOCTYI JHI B IOMEIICHHE B COOTBETCTBHUH CO
CIIACKOM COTPYAHHKOB, NOITyIIEeHHBIX K padoTte B UCI1/]H;

3.12.8. mpoBoauTh MHCTpyKTax monp3oBareneii WCIIJlH no mnpaBuiam
paboThl C HCIONB3YEMBIMH TEXHMYECKHMH CpPEICTBAMH H CHCTEMAMH 3alllHTEHI
HHpOpMaIH;

3.12.9. KOHTPONMMpPOBATE CBOEBPEMEHHOE (He perke YeM OMUH pa3 B MOJITo/1a)
IIPOBE/ICHHE CMEHBI IapoJied Uil HOCTyma mojb3oBarened k APM m pecypcam
UCTIx;

3.12.10. obecreyrBaTh MOCTOSHHBIA KOHTPOJB BEHINOJHEHHs PabOTHHKAMH
YCTaHOBJICHHOI'O KOMINUIEKCA MEpONpHATHH 10 obecrnedeHyio 0e30MacHOCTH
urdopmaruu B UCIT/IH;

3.12.11. ocymiecTBIATh KOHTPONIb INOPSAKA CO3MAHMs, ydeTa, XpaHeHHI H
UCTIONb30BaHMs PE3EPBHBIX U apXUBHBIX KO MaCCHBOB JaHHBIX;

3.12.12. HacTpauBaTh M COIPOBOXIATH NOACHCTEMbI PETHCTPALUU U y4eTa
AelcTBUM nmone3oBareneit npu padore B UCITH;

3.12.13. BBoauTh B 6a3y maHHBIX C3U OT HECaHKIMOHHPOBAHHOIO JOCTYIIA
ONHUCAHUs COOBITHH, MO/NIEKAIINX PETUCTPALIME B CHCTEMHOM XKypHAJE;

3.12.14. npOBOUTE aHANHM3 CHCTEMHOTO XypHaJIa /IS BHIBICHUS IIOIBITOK
HECaHKIIMOHMPOBAHHOI'O JAOCTyIIa K 3allMIaeMbIM pecypcaM He peXke OJHOro pasa
B 10 nneii;

3.12.15. opranHu30BEIBaTh NeyaTh (haiiioB IONB30BaTeNell HA MPUHTEPE M
OCYILIECTBIISATh KOHTPOJb COOJIOJCHHS YCTAHOBJIEHHBIX NPAaBHI M MApaMeTPOB
PErHCTPAaLiH, a TAKKe yueTa OyMakHbIX HOCHTeNel HHbOopMaluy;

3.12.16.  compoBOXIAaTh  ITOACHCTEMEI  OOECIEYEHHS  I[€JOCTHOCTH
unpopmaru B UCIIH;

3.120.17. nepuopugecku Tectpoath GyHkuuu C3U or HC/I, ocobenno npu
M3MEHEHUH TIPOTPAMMHOR CpeIbl H MOMHOMOYHH HCIIOMHATENEH;

3.12.18. BoccTaHABIMBATE MPOTPAMMHYIO CpeJly, IPOrpaMMHBIE CPEICTBA H
HacTporku C3U npu cOosx;

3.12.19. Bectu nBe komuu mnporpamMMmHbIX cpeacts C3WM or HCJ wu
KOHTPOJIUPOBATh UX paboTOCIIOCOOHOCT;

3.12.20. KOHTPOJIHPOBATH OTCYTCTBHE HA MATHHUTHBIX HOCHTENSAX OCTATOYHOMH
HH(OPMALIMH 110 OKOHYaHHH paboTHI MOJIL30BaTeNeH;

3.12.21. neproguvecKkd OOHOBIATH aHTHBHPYCHEIE cpecTBa (0a3hl JaHHEIX),
KOHTpPOJIAPOBAaTh COOIIOCHHE ITONIB30BATEISIMHI MTOPSAOK U MPaBHiIa MPOBEACHHS
AQHTHBUPYCHOTO TECTUPOBAHUS;

3.12.22. mpoBoguTh pabOTy IO BEIABJIEHHIO BO3MOXHBIX KAHAIOB
BMeIIaTeNsCcTBA B Ipouece ¢GyHkuuonuposanus WCIIIH u ocyuiecTBieHus
HECaHKIHOHHPOBAHHOTO JOCTyNa K HH(OpPMAallMd M TEXHUYECKHM CpPEACTBAM
BBIYUCIIATEIIBHON TEXHHUKH;
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3.12.23. conpoBozaTh NMOJACHUCTEMY 3aIUUTEl HHPOPMAIMH OT YTEYKH 3a
cyeT MOGOYHBIX OSNEKTPOMATHHUTHBIX H3IYYeHHH M HaBOJOK, KOHTPOIHPOBATEH
cobmofeHne TpeOOBaHUN IO pa3sMEMIEHHI0O M MCIOJb30BAHHIO TEXHHUECKHX
cpenctB UCI1/H;

3.12.24. KOHTPOIMPOBATH COOTBETCTBHE NOKYMEHTAILHO YTBEP)KIAEHHOIO
cocraBa annapaTHoH u mporpammuol dacty MICIT/IH peanbHbIM KOHQHIYpamusim
VCII/[IH, BECTH y4eT W3MEHEHUH annapaTHO-IPOTPAMMHOM KOH(pUTY paLyy;

3.12.25. obecneunBaTh CTPOroe BEHIIOJIHEHHE TpeGOBaHHU O ob6ecIeueHHIO
OesomacHocTH HMHG(OpMAUWM NPU OPraHU3aldM TEXHHYECKOTO O6CITY)KHBAHHS
UCIIln ©u ormpaBKe €ro B peMOHT (KOHTPOJIMPOBATH  3aTHPAHHE
KOHQHACHIMATbHOH HH(OPMAlMM Ha MArHMTHBIX HOCHTEISX C COCTaBICHHEM
COOTBETCTBYIOLIETO aKTa);

3.12.26. npucyTcTBOBATH (Y4acTBOBAThH) B paboTax 110 BHECEHHIO H3MEHEHHMH
B aIiapaTHo-IporpaMMHyro koHpurypamuro MCI1/IH;

3.12.27. Bectn XypHan yuera HeINTATHBIX CHTyalUHi, (GaKTOB BCKPHITHS M
onevarsiBandss CBT, BeinomHeHHS mpoduiIaKTHYecKHX < paboT, YCTAaHOBKH H
MoIu(HKAIMH annapaTHEIX | IporpaMMHbIX cpeacts CBT;

3.12.28.  moanepXHMBaTh  YCTAaHOBIEHHBIH  MOPSHOK  IIPOBEHEHHA
AQHTUBHUPYCHOTO KOHTPOJIA B COOTBETCTBHH C TpeOOBaHMAMM HACTOSIIETO
ITonoxenws, B Clly4ae OTKa3a CPEACTB M CHCTEM 3alIUTHI HH(GOPMAIHK IPHHAMATH
MEPBI 110 X BOCCTaHOBIIEHHIO;

3.12.29. noknaneBaTh PYKOBOAMTENSIM O HENPaBOMEPHBIX IEHCTBHAX
NOJIb30BATENEH, MPUBOIANIMX K HApyIIEHHIO TpeOoBaHuU 10 3aIuTe HHGOPMALIUH;

3.12.30. Bectu moxyMeHTanuio Ha FICIT/IH B COOTBETCTBHHM ¢ TPeOOBaHUIMH
HOPMaTUBHBIX JOKYMEHTOB.

3.12.31. ompenenats HeOOXOAUMEIH YpOBEeHb 3auIIEHHOCTH T1/[H mpyu mx
obpabotke B kaxxoit u3z ICII/Ix;

3.12.32. ompeznenATs X OCYLIECTBIIATh OPraHU3ALHOHHBIE M TEXHHYECKHE
MEPONPHUATHA, KOTOpBIE JOJUKHBI BeIIONHATECA Omnepatopom MCII[IH s
HerTpanu3aluy yrpos [1JIH, mpU3HaHHBIX aKTyaJlbHBIMH;

3.13. Anpmummctparop HWCII[ln gomxeH o6ecreydBaTh BBIOJIHEHUE
CJIEIYIOLHX OCHOBHBIX MEPOIPUSTHIA:

3.13.1. opraHmzaims pexxuMa obOecredyeHus 0e30IIaCHOCTH IIOMELICHHH, B
KOTOPBIX pa3MereHsl HCI1H, IIPEISITCTBYIOMIETO BO3MOJKHOCTH
HEKOHTPOJIHPYEMOI'0 IIPOHHUKHOBEHUS WK NPeObIBaHUS B 9THX ITOMEIIEHHSIX JIHII,
He MMEIOIIKX TIpaBa J0CTyIa B OTH IIOMEIICHHS,;

3.13.2. obecrniedeHHe COXPaHHOCTH HOCHTEIEH MEPCOHATBHBIX JaHHBIX;

3.13.3. wWcnonb30BaHHE CpPeACTB 3allUTHl  HMHGOPMAIWH, MPOIIEINIHNX
IIPOLIENYPY OLEHKH COOTBETCTBUS TpeOOBaHMSM 3aKOHOJATENIhCTBA Poccuiickoii
Denepannu B 061acTH obecrieueHns 6€30MacHOCTH HH(GOPMALIUH, B ClIydae, Koraa
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IIPUMEHEHHE TAKUX CPEICTB HEOOXOAUMO I HEHTpalHu3aliy aKTyallbHIX YIPO3,
IPH 3TOM CEPTH(HKATEI Ha CpeIcTBa 3alWTHl WH(OPMAIUH JOKHEI OBITH
IEHCTBUTENbHBIMHU,

3.13.4. orpaHHYeHHs IOCTyNa K COAEPKAHMIO 3JIEKTPOHHOTO XKypHAaja
COOOIIEHHH: JOCTYT JOJKeH OBITh BO3MOXKEH HUCKIIOYHMTENIBHO I paGOTHHKOB,
KOTOPBIM CBEHNEHH:H, COAEp)KalWecs B YKa3aHHOM J>KypHayle, HEOOXONUMEI I
BBIMOJHEHHS TPy A0BBIX oOs3anHOCcTed (ma VICIIH, mis KoTopoll ycTaHOBieHa
He0OX0AUMOCTh OOecredeHUs 3 YpOBHS 3alUIIEHHOCTH );

3.13.5. aBrOomMatMyecKasd pErHCTpalli B  3JIEKTPOHHOM  JKypHaje
0e30macHOCTH M3MEHEHHs ITOJHOMOYHI pabOTHHKA [0 HOCTYIY K HepCOHATBHBIM
IaHHEIM, copepxammumcs B UCIT/H;

3.13.6. opranuzanus (nIpH noigydeHHH HHGOpMALyK O (aKTe HApyIUEHHs
HNCHCTBYIOIIMX 3aKOHOJATENBHBIX HOPM 10 O0ECIeYeHHI0O 6e30macHOCTH
nepconanbHBIX JaHHBIX B MCII/IH), ciry:xe0HOro pacciieqoBaHus /s BBISBICHUA
JILl, B pe3ynbTare ACHCTBUM MK Ge3/eHCTBHS KOTOPHIX MPOU30LLIO HapyLICHHE
3aKOHOJATETBHEIX HOPM 110 00eCIIeYeHUI0 0€30aCHOCTH IEPCOHABHEIX JaHHbIX.

3.14. Anmunuctparop UCII/IH umeer mpaBo:

3.14.1. tpebosate ot nmons3oBateneit MICII/IH cobmoneHns ycTaHOBIEHHOK
TEXHONOTHH 00paboTk¥ HHGOpMalMH U  BBINOJHEHHS MHCTPYKLIUH 110
obecneveHHIo 6e30macHoOCTH U 3anmTe uHdGopmaryu B UCIT]H;

3.14.2. vHMIIMUPOBATh NPOBECHUE CITy)KeOHBIX pacciefoBaHui nmo pakram
HapyILIeHUs YCTaHOBJIEHHBIX TpeOoBaHMH obecnieyeHus 3aLIUTHI,
HECaHKUHOHHPOBAHHOIO JOCTyNa, YTPaThl, MOJUGHKAUK, TOPYH 3allHIIaeMoi
HHGOpPMaKy U TEXHUYECKUX KoMioHeHToB MCIT/IH;

3.14.3. TpeboBare mpexpameHuss 00paboTKH HHGOPMAIMH B ClIyyae
HapyIIeH!s yCTaHOBIEHHOTO IopsAaKa paboT UK HapyIIeHUsT GYHKIIHOHUPOBAHMS
CPEZACTB H CHCTEM 3aIlUTEI HHOOPMALIUH;

3.14.4. yuacTBOBaTh B aHAJM3€ CUTYalHi, KacaloImuXcs (QYHKIIHOHUPOBAHHSI
CPEeZCTB 3alIUTEl HHPOPMAIMH U paccie[oBaHus (haKTOB HECAHKIIHOHUPOBAHHOIO
IOCTYTIa.

4. TpeboBanus N0 OPraHA3alHH Pa3pelIHTeILHON CHCTEMBI JOCTYNA
xk UCITQn

4.1. PaspemmirenpHasi cucTeMa JocTyna K oOpabarteiBaemoit B HMCII[IH
vH(OpMalMK NpeLycMaTpUBaeT YCTAHOBIEHHE €IMHOrO MOpsAnKa oOpaleHus co
CBEACHHMAMH, colepxamuMmu IIJ[H, ¥ UX HOCUTENSIMH, ONpelessieT CTEleHB
OrpaHHYeHHs Ha JOCTYN K JaHHOM MH(OPMAalUU U CTCICHb OTBETCTBEHHOCTH 3a
COXPaHHOCTE IIPEIOCTaBIICHHON HH(POpMaLIHK.



10

4.2. Opranuzanys pa3spelIuTeNbHOM CHCTEMBI JOCTyIa OTHOCHTCS K
OCHOBHEIM BOIIpPOCaM ympaBlieHHs obecrnedeHreM 6e3onacHocTH [1/]H ¥ BKIIIOYAET:
— pacnpejiesieHde QyHKUMH yIIpaBIeHHs OCTYIOM K JaHHBIM B HX 06paboTKo#H

MEXy NOKHOCTHBIMHU JIUIAMH;

— OIpeleleHHe IMOpAJKa H3MEHCHHs IMpaBHJI HOCTylla K 3allUINacMOH
UHDOpPMALIUH;

— OIpejeneHHe MNOpsaKa H3MEHEHHs IPaBHI JAOCTyHa K pe3epBHPYEMBIM
HHGOPMALIMOHHEIM U allapaTHBIM pecypeam;

— KOHTPOJIb (YHKIMOHHPOBAHHMSA pa3pelINTeNLHON CHCTEMBl JOCTYHa |
paccinenoBanne ()akTOB HENPABOMEPHOTO OOCTYNA JIMI K 3al[HINaeMoii
HH(OpMAaLKK, B CIIy9ae BEIIBICHHS TAKOBBIX;

— OLICHKY 3 ()eKTHBHOCTH MEp 110 UCKIFOYEHHIO YTEUKH HH(OpMALIHK;

— OpraHu3alHI0 [JeATEJIBHOCTH MHODKHOCTHBIX JIMII, OTBETCTBEHHBIX 3a
IIOATOTOBKY IPEUIOKEHUH O BHECEHWH U3MEHEHHH B JIO/DKHOCTHEIE
OOs3aHHOCTH M HHBIe JOKYMEHTBI, ONpeleNsolMe 3a7add U (YHKIHH
nons3oBaTeneit UCITx;

— pa3paboTKy BHYTPEHHHX OPraHU3allHOHHO-PACIIOPSIUTENBHEIX JOKYMEHTOB,
ONpPENEIONMX  IOPANOK  peaiu3aldd H  (QYHKIHOHHPOBAHHS
pa3pelIuTeIbHOR CUCTEMBI JOCTYTIA.

4.3. OCHOBHEIE YyCIOBHSI IIPaBOMEPHOIO JOCTYIa pabGOTHHKOB K
obpadateiBaemoii B UCI1/H HH(pOpMAaLHK BKIIOYAOT B cebs:

— IOANMCAaHHE 00s3aTeNBCTBA O HEpasMNalleHHH KOHQUMIEHIHATEHON
uHpOpMaIHH;

— Hanuybe y paboTHHUKa npasa jgomycka k I1/1H, o6pabateiBaemeiv B ICIT/IH;

— HaJM4Khe YTBEP)KAEHHBIX B COOTBETCTBHH C TPYAOBBIM 3aKOHOLATEIHCTBOM
Poccuiickoii ~ ®exmepanyy  JOIDKHOCTHBIX — HMHCTPYKUMM  pabGoTHHMKa,
OINpeJeNAOILIMX KPYr €ro 3aja4 U o0beM HeOOXOOMMOM Ui MX pelleHHs
UH(POpPMaLIHH.

4.4. JIuna, noctyn kotopsix K [1/1H, o6pabareiBaeMeiM B UCIT/IH, HeoOxomum
A7 BBINOJIHEHUS TPYHOBBEIX OOsA3aHHOCTEM, JOMyCKalOTCs K COOTBETCTBYIOIIAM
II/lH Ha OCHOBaHWM CIMCKa, YTBEpPXKJEHHOIO IIPHKa3oM YupexueHus. I[Ipasa
foctyna pabOTHHKOB K 3allyiNaeMod MH(pOpMAlMH ONpeNeNsioTcs B Matpuie
IOCTYyTIA.

4.5. Jlna obecnieueHns MePCOHAIBLHON OTBETCTBEHHOCTH 32 CBOM JICHCTBHS
kaxpomy mnone3zoBatemo WCII[H mnpucBaumBaeTcsi yHUKalTbHOEe HMS (y4eTHas
3aIMCh [IOJIB30BATENS), MO/l KOTOPEIM OH PErHCTPUPYETCS H OCYLIECTBISET paboTy
B CHCTEME.

4.6. Ipu perucTpallu ¥ Ha3HAYeHHH NIpaB AOCTyNa noss3osateneii MCIIa
BEITIOJTHAIOTCS Clleayroniyue TpeOoBaHus:

— KaQXAOMy TMOJB30BATEII0 IIPHCBAaHBACTCS YHHUKANBHBIM HICHTH(DHUKATOD



11

II0JIb30BATEIL], II0 KOTOPOMY €0 MOXKHO OJJHO3HAaYHO HIEHTHQHUIMPOBATE;

— YYCTHBIC 3allHCH BCEX IMOJIb30BaTeNell INPUBI3BIBAIOTCS K KOHKPETHBIM
aBTOMATH3MPOBAHHBEIM PabOYHM MecTaM, 3a HCKIIFOYEHHEM YUETHBIX 3aITHuceli
TeXHHYECKOro IepcoHaa, obciyxusaromero koMmoneHTsl MCIT/IH;

— IpPH PEerucTpalMy I10Jb30BaTeNell MPOBOMUTCS IPOBEPKA COOTBETCTBHSA
YPOBHS JIOCTYIIa BO3JIOKEHHBIM Ha TOJIB30BaTe I 3a]a4aM;

— Ha3Ha4YCHHBIE MOJIB30BaTENIIO [IpaBa JOCTyIa JOKYMEHTHPYIOTCS;

— TMONB30BaTeNb 3HAKOMHTCS IO POCIIMCE C IIPEOCTABIEHHBIMHI My [IPaBaMH
JOCTyIa ¥ MOPSIAKOM €r0 OCYIIEeCTBIICHH;

- B MCIIJlH npemycMmaTpuBaeTcss — paspellleHHe  [OCTyIa  TOJNBKO
ayTEeHTH()HUIIUPOBAHHEIM I10JIb30BATEIIAM;

— IIpH BHECEHHH HOBOI'O II0JIE30BaTeNs pa3pabaThIBaeTCs H OOHOBISIETCS
(QOpMaNBHEIY CIIHCOK BCEX IIONB30BATENeH, 3aperHCTPHPOBAHHBIX IS
pabotel B UCITH;

— INpH HW3MEHEHHH JIOJDKHOCTHBIX O0S3aHHOCTEH WM  YBOJBHEHHH
II0JIL30BATeIL IPOBOAUTCS HEMENJIEHHOE MCTIPABICHHIEe WM aHHYTHPOBAHHE
IIpaB €ro 0CTyIa,

— aamuauctparopamu VICITJIH npoBoauTCs yHaeHHe BCeX HEUCIONb3YeMBIX
YYeTHBIX  3ammced.  IIpemycMOTpeHHBIe B~ CHCTEME  3alacHble
HJIEHTH(QUKATOPHI HEJOCTYIIHEI APYTHM IIOJIE30BATENISIM.

4.7. KOHTpOJIb BBITIONHEHHUs TPeGOBAHMIA pa3pelUTeIEHON CHCTEMBI IOCTYTIA
K 1T/l Bosnaraetcs Ha agmunKcTpaTopa MCIT/IH i OTBETCTBEHHOTO 32 06paGoTKy

1 3amuty [1/14.

S. Ilopsinok pesepBupoBanus u Boceranosiaenus CBT, IO, B/l u C3U

5.1. Hacrosmmii mopsiZiok ompenenseT OpraHH3allii0 pe3epBHPOBAHUS U
BOCCT@HOBJIEHUS pPabOTOCIIOCOOHOCTH TEXHHYECKHX CpEJCTB M IPOrPaMMHOIO
obecnieyenus, 6a3 JaHHBIX U CPeJICTB 3alUThl HHPOPMAIIHH.

5.2. K wucnons3oBanuro (And cosmaHus pesepBHOM komum B WCII/IH)
JOITy CKaFOTCA TOJBKO 3aperHCTPUPOBaHHEIE B XKYPHAJIE y4eTa HOCHTENH.

5.3. Anmunuctpatop MCIIJH 06s3aH OCYHIECTBIATH IMEPHOAMYECKOE
pe3epBHOE KOMMPOBaHKE KOHGH IeHIIHATEHON HHPOPMALIUH.

5.4. ExeHenenbHO IO OKOHYaHHIO paboThl ¢ KOH(QHMIAECHLIHAIBHBIMHA
INOKYMEHTaMH, COJepXall[MMH II€PCOHANbHbIE JaHHEIE, Moab3oBaTens APM (mpu
orcyrcTBud aamuHucTpaTtopa KMCIIJIH) 06s3aH co3maBaTh pe3epBHYIO KOIIHIO
KOH(QUIEHIMANBHEIX JOKYMEHTOB Ha 3aperHCTPHPOBAHHEIN HOCHTENb, CO3/aBas
TeM CaMbIM Pe3€PBHEIA 3JIEKTPOHHBIH apXHUB KOH(QHIEHIIHATLHBIX JOKYMEHTOB.

5.5. Hocurenu vH(OpManuy, npefHa3sHaYEeHHEIE M CO3IaHMS PE3EePBHOM
KOITHH U XpaHEeHHA KOH (DY IeHIHATBHON HHOPMAIIHH, BEIIAIOTCS B YCTAHOBJIEHHOM
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Iopsiike pykoBoauTenaeM MM anMuHucTpatropom MCII/In. Ilo oxoH4YaHuU
IIPOLIE Ty PBI pe3epBHOro KOIMPOBaHUS 3JIEKTPOHHEIC HOCHUTEIH
KoHQHIeHIaNbHOH HHGOPMALHH COAIOTCS HA XPaHEeHHWe WM aIMHHHCTPATOPY
WCI1/IH, i pyKOBOAHMTEINIO, HIIM OTBETCTBEHHOMY 00paGoTKy u 3ammuty IT/IH.

5.6. Ilepen pesepBHBIM KOMMPOBAHHEM IIONB30BATENb MIIH &JMUHHCTPATOD
VCIT/IH 06513aH MPOBEPHUTH NEKTPOHHBIM HOCUTENb HA OTCYTCTBUE BUPYCOB.

5.7. Dalinsl, TOMeNIaeMble B 3JIEKTPOHHEIN apXuB, NOJDKHEI B 0053aTeIEHOM
TIOPSIAKE MPOXOJAUTh AaHTUBUPYCHEII! KOHTPOJI.

5.8. 3ampemaercs 3amMch IOCTOPOHHEH HH(OPMALHMM Ha 3I€KTPOHHBIE
HOCHUTEIIM PE3EPBHON KOIHH.

5.9. XpaHeHue 3/1€KTPOHHOTO HOCHTEIS ¢ PE3ePBHOM KOMHMeH 3amuiaeMoii
MH(DOPMAIHH OCYILIECTBIACTCS B CIIELHAIEHOM METAIUTHYECKOM XPaHIITHIIIE.

5.10. Tlpu  BOCCTaHOBIGHHM  pabOTOCIHOCOGHOCTH  MPOrPaMMHOIO
obecriedeHHs CHaYalga OCYINECTBISETCS PEe3epPBHOE KOIHPOBAHHE 3alIMIIAeMOi
vHGOpMaluK, 3aTeM IPOM3BOAMTCS [ONHAS JEHHCTALIANMS HEKOPPEKTHO
paboTaromero NnporpaMMHOTO 00eCIIeYeHusl.

5.11. BoccraHoBiieHHe NMPOrpaMMHOTO OGECIEUEHHUs] POM3BOIMTCS Ty TeM
ero MHCTAUINUHM C HCIIOJIb30BAHHEM STANOHHBIX AUCTPUOYTHBOB, XpaHEHHE
KOTOpPBIX  ocymecTBiusercs aamuHuctpatopoM MCIIJJH B crenuanbHOM
XpaHWIHULIE.

5.12. Ilpu HeOBXOMMOCTH PEMOHTA TEXHHYECKHX CPEACTB C HUX YAANIIOTCS
OorevaThIBalOIKe IOMOEI, IocIe Yero (0 COTIACOBAHHIO C aJMHHHUCTPATOPOM,
OTBETCTBCHHBIM 32 3aIMTy MH(OpPMalH{, ¥ NPEACTABHTEIEM OpraHH3alluH,
TMPOBOJIMBILICH aTTECTALMIO) 0OOpyNOBaHME IIepefaeTcss B CEPBUCHBIM LIEHTP
IIPOU3BOAMUTEIIS.

5.13. PeMmoHT HocHTened 3amumaeMod HH(OpPMAalHK He IOMYCKaeTcs.
Hewncnpasubie HOcuTeNH ¢ 3amyInaeMol HHGOpMaLneit MOAIeKaT yHHYTOKEHHUIO.

5.14. BoccraHOBIEHHE CpECTB 3alUTHl WHO)OPMAIMH NPOM3BOIAUTCS C
HCIONB30BAHHEM OTAIOHHBIX CEPTHOHUIMPOBAHHBEIX IHCTPHOYTHBOB, KOTOPEHIE
xpausatcss B xXpanminumie. Ilocie ycrmemHOW HacTPOMKH CpEACTB  3alllATEHI
HHpOpMaLUK HEOOXOANMO BHITIOJHHUTE PE3EPBHOE KOIMPOBAHKE HACTPOEK JaHHBIX
CPE/CTB MpH IMOMOLIM BCTPOEHHBIX B HHX (QYHKLUHH Ha 3aperuCcTpUpOBaHHBIN
HOCHTEIIb.

5.15. OTBETCTBEHHOCTh 32 OCYIIECTBICHHE PE3EPBHOrO KOINMPOBAHHS B
HUCII[Ig, 3a mpoBefieHHEe MEPOIPHUATHI [0 BOCCTAHOBJICHUIO paBoTOCIIOCOGHOCTH
TEXHUYECKHX CPEACTB U IPOrpaMMHOro obecrnieueHus 6a3, a Takyke BOCCTAHOBJIEHHE
CPEICTB 3alMTEl HH(OpPMALUK Bo3jaraeTcs agmuauctparopa UCITIH.

6. ITopsinoKk KOHTPOJISI 3aIHTHI IEPCOHANBHBIX AaHHBIX B UCII/IH
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6.1. Kontponms 3ammrsl wmHpopMmamuu B HMCIIJlH - KkoMmruiekc
OPraHU3alUOHHBIX H TEXHHYECKHX MEPOINPHSATHH, KOTOpHIE OpraHU3yIOTCS H
OCYIIECTBIISIIOTCA B LENAX MPEAYNPEXISHUS M IPECCUCHUS BO3MOXKHOCTH
NOJYYeHHs IIOCTOPDOHHUMH JIMI[AMH OXpPaHSEeMbIX CBEJEHHM, BBIABICHUS WU
[IPEAOTBPAIEHHs YTeYKH MH(OPMAIMH [0 TEXHHYSCKUM KaHallaM, UCKJIIOYEHUs
HWIH  CyIIECTBEHHOIO 3aTpPyJHEHHs HECaHKIHOHMPOBAaHHOTO JOCTyma K
MH)OPMALMH, XHINEHHsS TeXHHYECKUX CPEACTB H HOCHTeNeHd HHMOpMAaIwH,
NpENOTBpAIlleHHsT  CIEUHAJIbHBIX  IPOrpaMMHO-TEXHHUYECKUX  BO3JIEHCTBHH,
BBI3BIBAIOIIMX HApYIICHHE XapaKTepPUCTHK Oe30macHOCTH HH(OpPMAaWKH MK
paboTOCIOCOOHOCTH CHCTEM HH(OPMATH3ALIUH.

6.2. OCHOBHBIMH 3aJa9aMH KOHTPOJIS SIBJISIOTCS:

— TIPOBEpKa BBIMOJHEHHUS IIIAHOBBIX MEPONPUATHH IO 3aIIKTe HHOOPMALHH B
CTPYKTYPHBIX TNOIpa3felieHusx, ydera TpeOoBaHui mo 3ammure IIJJH B
pa3pabaTeIBaeMBbIX [IIAHOBBIX U PACHIOPSAAHUTENBHEIX JOKYMEHTAX;

— YTOYHEHHE 30H IepexBaTa oOpabaTeiBaeMoii HH(OPMALUH, BO3MOXKHBIX
KaHaJOB yTeYKH HMH(QOpMAalKH, HECaHKIHOHHPOBAHHOIO JOCTyIa K Hel u
NPOrpaMMHO-TEXHHYECKHX BO3JCHCTBMM Ha MHQOpMauuio (mepedeHb
KaHaJIOB YTEYKH YCTAHABIMBA€TCAI B COOTBETCTBHU C pa3paboTaHHOI
MOJENBIO YIpo3);

— TpOBEpKa BBHINOJHEHUSA YCTAHOBICHHBIX HOPM M TpeOOBaHHH I10 3aluTe
HH(OpMAaLHH OT KOMIIPOMETAlllH, OlIeHKa I0OCTATOYHOCTH H 3B (HEKTHBHOCTH
MEPOINPHUATHH 110 3aIuTe UHGOpMaIUY;

— IpOBepKa  BEIMOJHEHUs  TpeboBanuét mno 3amure VKCIIJE ot
HECaHKI[MOHUPOBAHHOTO JOCTYIIA;

— IIpOBEpKa BEHINONHEHUsl TpeboBauuii no antuBupycHor 3ammre VICIIIH u
APM;

— MpOBEpKa 3HaHWM pabOTHHKOB IO BOIPOCAM 3AIUTHl MHOOPMAUU M HX
COOTBETCTBHS TPeOOBaHMAM yPOBHS IIOATOTOBKH JUIsI KOHKPETHOr0 pabovero
MecCTa;

— OIEepaTHBHOE NPHHATHE MEpP II0 IPECEYCHHUIO HapylleHHH TpeboBaHuiA
3amuThl HHQopmanuu B UCIT/IH;
paspaboTKa NpeIoKeH|H 110 YCTpaHeHHIO HENOCTATKOB B 06pabotke I1/IH.
6.3. B xone KOHTpOIIs IPOBEPSIOTCS:

— COOTBETCTBHE IMpPHUHATBIX Mep IO obecrnedyeHHI0 - 0e30IMacHOCTH

IIEPCOHAIBHBIX NaHHBIX TpeboBaHmsM DenepanbHOro 3aKOHAa OT 27 HIOJA

2006 r. Ne 152-®3 "O mnepcoHampHBIX OaHHEIX", IIOCTaHOBIIEHUSI

ITpaBurenscTBa Poccutickoit ®enepamuu ot 1 Hoa6ps 2012 . Ne 1119 "O6

YTBEPXKICHHH TPEOOBAHHH K 3allUTe IIePCOHANBHBIX JaHHBIX IPH WX

06paboTke B HHYOPMAITMOHHBIX CHCTEMaX MEPCOHANBHEIX JaHHBIX" M HHBIM

HOPMaTUBHBIM aKTaM, IPHHATHIM Ha HX OCHOBE;
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— CBOCBPEMEHHOCTH M ITOJIHOTA BBINOJIHEHUA TpeOOBaHuUiT 3aKOHOJATENILCTRA B
cepe obpabotku IT/Ta u Hactosmero ITonoxeHus;
— TIOJTHOTA BBISIBIICHUS KAHAJIOB yT€4YKH HHQOPMALIHH, HECAHKIIHOHHPOBAHHOIO

AOCTyIa K Hel ¥ IPOrpaMMHO-TEXHHYECKHUX BO3AEHCTBHIt HAa HHbOPMAaIHIO;

— 90(EKTUBHOCTL NpPHMEHAEMBIX OPraHM3alMOHHBIX M  TeXHHYECKHX

MEPONPHUATHH N0 3aIIKUTe HHPOPMAIIHH;

— YCTpaHEHUe paHee BHIBJICHHBIX HEIOCTATKOB.

Kpome TOro, mpHriameHHBIMH CHELHAIHCTAMH OpPraHH3AlHH, HMeoLlei
cootBetcTByoUHe JHieH3ud OCTIOK Pocenn, MOTyT mpoBOAMTECS HEOOXOAUMEIE
U3MEpEeHUs U pacyeTl.

6.4. OCHOBHBIMH BHIaMH TEXHHYECKOIO KOHTPOJS SIBJISIOTCS BH3yalbHO-
ONTHYECKUH KOHTPOJIb, KOHTPOJIb 3P YEKTUBHOCTH 3alIUTEI HHPOPMALIMH OT YTEYKH
II0 TEXHUYCCKHM KaHajlaM, KOHTPOJIb HECAHKIHOHHPOBAHHOTO MIOCTyNlAa K
MH(OPMALMK U IIPOrPaAMMHO-TEXHUYECKUX BO3/EeHCTBHIA Ha HH(DOPMALIHIO.

6.5. Pe3ynbTatsl, NOMy4YeHHEIE B XO/€ BEASHH KOHTPOJIs, 06pabaThiBatoTcs
U aHAM3UPYIOTCS B LEIAX ONpeJeNeHHs IOCTaTOYHOCTH H 3(P(HEKTHBHOCTH
NPEANUCAHHBIX Mep 3alMThl MHPOPMALUK | BEISABJICHUS HAPYIIEHHUIA.

6.6. Ilpu oOHapyXeHMH HapylleHWH HOpPM W TpeGOBaHHI IO 3ammTe
nHQopMaruy agmunKcTpatop MCIIIH foKnaapiBaeT AUPEKTOPY YUpexneHus I
NPUHATHASA PEIIeHHA O TMpeKpameHnd obpaborku II/lH W mpoBexeHus
COOTBCTCTBYIOIMX OpPraHHM3alMOHHBIX H TEXHUYECKHX Mep 10 YCTpaHEHHUIO
HapylieHus. Pe3yibTaThl KOHTPOJIS 3alIUTH HHGOpPMAIHK 0)OPMIISIOTCS aKTaMU
1100 B COOTBETCTBYIONIMX XypPHAlIaX ydeTa pe3yJIbTaToB KOHTPOJI.

6.7. Benenwe KOHTPOJIS 3alIUTEl MH(OPMAIHH OCYIIECTBISETCA ITyTeM
NpOBEJCHHUS ICPHOAUYECKHX, IUIAHOBBIX W BHE3aIlHBIX IIPOBEPOK OOBEKTOB
3alUThI, KOTOPbI€ MPOBOIATCS, KaK IpaBuio, cuiaMi aamunucrparopa VUCIIIH,
OTBETCTBEHHOTO 3a 00paboTky u 3amuty [1/{1, komuccuu mo IT/IH B cOOTBETCTBUM
C YTBEP)KACHHBIM INIAHOM HJIH IO COITIACOBAHUIO C JMUPEKTOPOM.

6.8. Onmo¥t u3 QopM KOHTPONSA 3aWIUTEl HMH(POPMALUM  SBIAETCS
obcnenosanre o6bexrToB MICII/IH. OHO MpOBOAMTCS HE peke OJHOIO pasa B IO
pabouelf rpymmoit B cocraBe agmuuuctparopa MCIIJIH, OTBETCTBEHHOTO 34
obpaborky u 3amuty IT[H. JIns o6cnenoBanust MCII[lH MOXKET IOpHBICKATHCS
opranusanysa, wuMmeromas JsuneHsuro POCTOK Poccum Ha OesTenbHOCTH 110
TEXHUYECKOH 3a1uTe HHHOPMAIHH.

6.9. O6cnenosanne MCII[IlH npoBOOUTCS C LENBIO  ONpeeNeHHs
COOTBETCTBHS IMOMEILEHHH, TEXHUYECKHX M IIPOTPAaMMHBIX CPEJCTB TPeGOBaHUIM
I10 3auTe ¥ 6€30IIaCHOCTH MePCOHATBHEIX JaHHBIX.

6.10. B xozne ofciiefoBaHNs IPOBEPSIETCSL:

— COOTBETCTBHE TEKYIIMX yCI0BHH QYHKIIHOHUpOBaHuUs obcemyemoii ICIT)[a

YCIIOBHSM, CJIOXKHBIIHAMCS H2 MOMEHT IIPOBEPKH;
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— Co0JI0/IeHre OpraHU3allMOHHO-TEXHHYECKHX TPeOOBaHHUIM K IIOMEINEHHsIM, B
KoTopkeIX pacnonaraercs MCIT/g;

— COXpaHHOCTh IleyaTed, mIoM0 Ha TEXHMYECKHX CpEICTBaxX Iepefadyd U
06paboTky HHGOpMaLHH, a TaKKe Ha YyCTPOMCTBaX WX 3all[UTEHI, OTCYTCTBHE
IIOBPEX/IEHHH 3KpaHOB KOPILyCOB ammaparypsl, 00OJodYeK Kabeaed M ux
COeIMHEHHUH C [IHHAMU 3a3€MJICHHS;

— cootBeTcTBHEe BhImonHAeMblx Ha MCII[IH MepompusaTHii mo 3amiuTe
HH(OpMAaLiK JaHHBIM, H3JI0KEHHBIM B HacTosmeM [looxenuy;

— BBINOIHEHHE TpeOOBaHMMA IO 3almuTe HHPOPMALIMOHHEIX CHCTEM OT
HECaHKI[HOHUPOBAHHOI'O TOCTYTIa;

— BEBINOJIHEHUE TPeOOBaHU IO aHTUBUPYCHOI 3aIIUTE.

6.11. IlpaBo Iip(JBepKH COOMIOeHNs] YCJIOBHI WCIONB30BaHUS CPEICTB
3AI0UTHl MHQOpPMalid HMMEIOT JUPEKTOp YUpeKAeHHs, OTBETCTBEHHBIH 3a
00paboTky ¥ 3amuTy MHbOopMalwy, anMuaucTparop UCTI/IH.

6.12. TTone3osaremo MCII/IH kateropudecku 3anperaercs o6pabaThiBaTh
KoH(uIeHMaNbHYI0 HHbOpManuio ¢ OTKMoYeHHEIMH C3U, MeHsTh HacTpoikw
C3H.

7. IIpaenaa 3amutel UCIL/{H ot Bpexonocuoro IO

7.1. Ilpu wmcrons3oBauuu B WCII/IH cpencTB aHTHBHUPYCHOM 3alUTHI H
3aLIUTEI OT BPEAOHOCHBIX IPOrPaMM BBITIOIHSAIOTCS CIEIYIONUe OPraHu3al[HOHHBIE
MEpBHI:

— HCMoJb30BaHHe CheMHBIX HocuTener I1/1n nons3osarens UCII/H Ha apyrux
KOMITBIOTEpaX TOJIBKO C MEXaHHYECKOH 3al[UTON OT 3aITHCH;

— 3alpeT Ha WCIOJIb30BaHHE IIOCTOPOHHUX CBEeMHBIX Hocutened ITJ[H mpu
pabore B UCI1H;

— 3ampeT Ha rnepesiady ChbeMHBIX HocuTener [1/IH nocTopoHHUM nHliaM;

— 3ampeT Ha 3aIyCK IPOrpaMM C BHEIIHHMX ChEMHBIX HOCUTeNel HHGOpMaIHH
npu pabote B UCI1/H;

— 3ampeT Ha HECAaHKIIMOHMPOBAHHOE MCIIOJIF30BaHUE OTUYKIAEMBIX HOCUTEIEH
uH(pOpMaIUy;

— ucnons3osanve B MCIIJIH Tombko AUCTPUOYTHBOB ITPOTPAMMHEIX
IPOAYKTOB, NPHOOPETEHHBIX y  OQUIMANBHBIX  IUJIEPOB  (UPM-
Pa3pabOTYHKOB 3THX IPOLYKTOB;

— o0s3aTenbHas IPOBepKa BCeX NPOrPaMMHBIX [IPOIYKTOB;

— IPOBEpKa BCEX NMPOrpaMMHBIX (GaidioB U (HaiioB JOKyMEHTOB, IOTYYE€HHBIX
0 3JIEKTPOHHOM IT0YTE, CIEIMATbHBIMA AHTUBHPYCHBIMHU CPEICTBaMHU;

— CHCTEMaTHYeCKas IPOBEpPKa COAEPKHUMOTO IMCKOB (aiIOBBIX XpaHHIIHII
0OHOBIIEHHBIMH BEPCHIMHU aHTHBHUPYCHBIX IIPOIPaMM;
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— KOHTPOJIb ¥ OOHOBJIEHHE CIHCKa Pa3PEIICHHBIX CChIIOK Ha BeG-pecypehl CEeTH
Wntepuer.
7.2. OTBETCTBEHHOCTD 3a 3KCIUIyaTALHIO CPEACTB AaHTUBHPYCHOM 3aIUTHI U
3allUTEL OT BPEIOHOCHBIX MPOrpaMM Bo3jaraercs Ha agmunuctparopa UCIT/IH.

8. TpeboBanus no obecnevyeHn o Ge30MacCHOCTH
npu pabore B ceTH UHTEepHeET

8.1. loctyn B cerb MHTepHeT u Apyrue riioGanbHBIE CETH MOIB30BATENSIM
NPEIOCTABIACTCS MCKIIOYMTENIBHO B IEISX IOBBIIIEHHS KBAIHQHKALUA |
BEITNIOJTHEHHS MU CBOMX TPYHOBEIX 00S3aHHOCTEM.

8.2. Ilomne3oBarens UCI1IH MoryT ucrions3oBars ceTd IHTEpHET B KauecTae:

— TPaHCIIOPTHOM cpexasl npH obMeHe HHpOpMammeil MeXIy HECKONBKHMH
TEPPUTOPHANIBHO pasHeceHHBIMM 3neMeHTamMud WCIIIH wnu  gpyruamum
MH(POPMALIOHHBIMU CHCTEMAaMM;

— CpeACTBa TIPEJOCTaBI€HHSA OTKPBEITOM oOImenocTynHod wuH(DOpMaIUK
BHELIHeMY abOHEHTY;

— CpelcTBa mnoiry4yeHus HeobxonuMmol mnoas3opatesiM MCIT/IH undopmamun,
coziepKaleics B ceTd VIHTepHeT Wil APYTHX KOPIOPATHBHEIX CETSX.

8.3. Benymui HHXCHEp-INCKTPOHHK TEXHHYECKOI'O OTJAEIa  MOIKET
OrpaHH4MBaTh AOCTYII K pecypcam ceTd MHTepHeT, conep)XxaHne KOTOPHIX HE HMEET
OTHOIIEHHSI K HCIOJHEHHIO TPYIOBHIX OOSA3aHHOCTEH, a TaKKe K pecypcam,
COICpXKAaHHE M HAlpaBIEHHOCTh KOTOPBIX 3allpeIeHBl MEXIYHAapOAHBIM M
POCCHICKHM 3aKOHOJATENbCTBOM, BKJIFOYAs MaTepUasbl, HOCALIHE BPEIOHOCHYIO,
YTPOXKAIOLIYI0, KIIEBETHHYECKYI0, HENPUCTOHHYH HH(DOpPMAIlHIO, a Takke
HH(OPMALHIO, OCKOPOJISIONIYI0 YeCTh U JOCTOMHCTBO APYTHX JIMII, MaTepUAaEL,
CIIOCOOCTBYIOIIME pa3KUIaHHWIO HALMOHAIBHONH pO3HH, MNOACTPEKAOINHE K
HACHJIMIO, NIPHU3BIBAIOIIME K COBEPLICHHUIO IIPOTHBOIPABHOM JeATeIEHOCTH, B TOM
YHUCIe PasbACHAIOIIME IOPANOK INPHMEHEHHs B3PBIBYATHIX BEINECTB M HMHOIO
OpYXHs, U T.1.

8.4. IIpu pabote ¢ pecypcamu B cetr VIHTepHET 3anmpeniaeTcs:

— pasrialmeHde KOHOMICHIHATbHON WH(OpPMAIMH, CTaBIIed H3BECTHON
paboTHHKY IIO TPYZOBOM HEOOXOAUMOCTH JIUGO HHEIM IIyTEM;

— pAacnpoCTpaHeHHe 3allMIIACMBIX aBTOPCKHMH IpaBaMH MAaTepHasoB,
3aTParMBalOIIHX KaKOH-1M00 IAaTeHT, TOProBYI0 MapKy, KOMMEPUYECKYIO
TalHy MJIH [IPOYHE IIpaBa COOCTBEHHOCTH W/HITH aBTOPCKHE M CMEXKHEIE C HIM
IpaBa Y4pexaeHus U (WIiu) TpeThel CTOPOHBI;

— myOiuKanus, 3arpy3ka H pacHpOCTpaHCHHEe MaTepHalioB, COAEPKalluX
BHPYCEl HIH JpyIrHe KOMIIBIOTEpHBbIE KOJBI, (haiiibl MM MPOrpaMMEL,
NpeaHasHa4YeHHbIe JJId HapyLICHHUd, YHWYTOXEHHsS JHOO OrpaHuYeHus
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(QyHKIMOHAIBEHOCTH moboro KOMIIBIOTEPHOTO HIIH
TeICKOMMYHHUKAl[HOHHOro  00OpyJOBaHMA  WIH  TIPOrpamyM, Ui
ocymectsiaenus HC/, a Taxxe pasMelleHHe CCBUIOK Ha BBILIEYKA3aHHYIO
HH(pOpMalHIO;

— 3arpysKa H 3alyCK MCIIOJHAEMBIX JIHO0 HHBIX (aiiinoB Oe3 npenBapuTenbHOM
NIPOBEPKH HA HAJIHYHE BUPYCOB YCTaHOBICHHBIM aHTHBHPYCHBIM ITAKETOM;

— HCINONIb30BaHHE AHOHMMHBIX IIPOKCH-CEPBEPOB M CEpPBEPOB  UyXKHX
BUPTyaJbHBIX YacTHEIX cerelt (VPN);

— JAOCTyH K pecypcam ceTd MIHTepHET, colepalluM pa3BlIeKaTeLHYIO (B TOM
YHCIIe My3bIKalIbHEIE, BUIEO, IpauuecKue U Apyrie Ghalliibl, He CBI3aHHEIE C
IIPOU3BOJICTBEHHOM NESITENBbHOCTBIO), 3POTHYECKYIO WIH
NOpHOrpadu9ecKyro HHGOPMAIIHIO.

8.5. Besa mndopmanua o pecypcax, mocemaeMsix nonbsosarerem WUCITTH,
IIPOTOKOJIUPYETCA.

8.6. Anmunncrparop VICI1/IH, OTBETCTBEHHEIH 3a 06paboTky u 3amuty I1)1n
00s13aHBI IPOBOAUTH AHATIM3 HCIIOJIB30BaHMS PecypcoB B ceTd MHTepHeT u (B clydae
HeOOXOAMMOCTH) Tpe/ICTABISITE OTYET 00 HCIOJB30BaHHH HIHTepHET-pecypcoB
none3oBarensvu MCII/{H pyKoBoAUTENO CTPYKTYPHOTO [TOApa3AeieHH s,

8.7. Hcrionp30BaHMe JTMYHOM ITOYTHI B CITy)KeOHBIX LENAX 3alpeIleHo.

9. TIlopsizok oGyuenus noas3oBareneii HCIIIn
obecnieyennio 6ezonacuoctu I/In

9.1. Ilepen mHavamoMm paboret B MCII/lH mMOJB30BaTENM HOJKHEI
O3HAaKOMHUTECSI TOJ JIMYHYIO POCIHCH JIOKAJIBHBIMH HOPMATHBHBIMH dKTaMH,
NPHUHSATEIME YUpexaeHueM B cdhepe obpaborku I1]IH.

9.2. CucteMy BHyTpeHHEro 00y4eHHs COTPYAHHKOB B 0011acTH 3amuTs [1]1H
COCTaBIISIET:

— CaMOCTOATENIBHOE H3y4YeHHE pabOTHMKAMH HEOOXOAMMEIX IS paboThl
JOKYMEHTOB, CPEZCTB U NPOIYKTOB;

— oOydeHHe Ha Kypcax IOBBIIEHHS KBATH(QHKAIMH B OOJACTH 3aIIUTHI
IIEpPCOHABHBIX JaHHEBIX.

9.3. B pesynerate npoxoxjeHus oOy4deHHS pabGOTHHKH IIOJTy9aroT
He0OXOIMMbIe 3HaHMS 1 HABBIKH B OTHOLIECHHH:

— IpaBun ucronb3osanus C3H;

— COIEp)KaHHSA OCHOBHBIX HOPMATHMBHBIX TPaBOBBIX AKTOB, PYKOBOMALIMX H
HOPMaTHBHO-METOJUYECKHX JOKYMEHTOB B o0OmacT obecredeHus
0esonacuoctH I1/1H npu ux o6paborke B UCII/IH;

— OCHOBHEIX MEDOIIPHATHH IO OPraHU3allid U TEXHHYECKOMY OOeCreueHuIo
©esonacHoctu [1/1H npu ux o6paborke B MCIT/IH;



18

— IUIAaHUPOBAHHs, OPTraHM3allid M KOHTPOJIA BBHIITOJIHEHHS MEPOMNPHITHH I10
obecnieyenmto GesonacHoctH I1/IH npu ux o6pabotke B MUCII/IH.

9.4. Ilonp3oBarend NOKHBI IPOIAEMOHCTPHPOBATH  AIMHHHCTPATOPY
WCIIJH wnM OTBETCTBEHHOMY 3a 00paGoTky W samury I1J[H Hammdue
HEOOXOAMMBIX 3HAHHHM M yYMeHWil IUis BBINOJHEHHS TpeOOBaHHil HACTOSIIEro
[TonoxxeHus.

9.5. Ilonb30BaTens, AeMOHCTPHPYIOLIHE HEJOCTATOYHbIE 3HAHUS H YMEHHUS
I obecriedeHHsT Oe30MacHOCTH TNEPCOHANBHBEIX MNAHHBIX B COOTBETCTBHH C
TpebosanusiMu Hactoswiero IlTonoxenus, k padore B UCIT/IH He JOITyCKaIOTCH.

9.6. OTBeTCTBEHHBIMH 32 OpraHU3aLHI0 00YYEHHA U OKa3aHHe MEeTOINIECKOM
nomony ApjatoTeA agMunKCTpaTop MCIIJIH u oTBeTCTBeHHBIH 32 06paboTKy M
samuty [1/1H.

9.7. Ilpu camocTosATeNBHOM 00yueHHH paGOTHHKAMH, OCYILECTBIIMIOIIUMHU
obpabotky [1/IH, caMOCTOSITENIEHO U3yJaroTes (B YacTH, HX Kacaromeics):

— PYKOBOZAILIME H HOPMAaTHBHO-METOAHYECKHE JOKYMEHTH B o6nacTu
obecrieuenus GezonacHocty [1/1H;
— TIIpaBUJIa U MHCTPYKIMHU IO HCIOJIB30BAHUIO IPOTPaMMHEBIX U aIllapaTHBIX

C3U;

— BHYTpPEHHHE JIOKAIbHbIE HOPMAaTHUBHBIE aKThI, YCTAHABIUBAIOIME MOPIIOK
obpamenus ¢ IT/TH u WX 3a1UTHL.

Bpemst 11 caMOCTOATENBHOTO HW3YYEHHs ONpEAENsAeTcs HadalbHUKAMU
COOTBETCTBYIOIIMX CTPYKTYPHBIX IIOApa3ae]eHHIH.

10. ITopsitok npoBepKH 3/1eKTPOHHOrO0 XKypHaaa o6pamennii k UCII/In

10.1. IIpoBepka 31€KTPOHHOIO XypHaJa O6paIeH il TPOBOAUTCS ¢ LENBIO
BBIABJICHUSI HECAHKIMOHHPOBAHHOIO JOCTyNa K 3auinaeModl uHboOpManmu B
NUCIIOH.

10.2. IIpaBo @pOBEPKH 3JIEKTPOHHOIO JXypHajla OOpalleHHuHd MMEIOT
apmunucTparop MICIT/IH, oTBeTcTBeHHEIH 3a 06paboTKy | 3amuty I1/1H, 1upekTop
Yupexaerus.

10.3. TlpoBepka NOMKHa HMPOBOAMTHECS HE PeXe, YeM ONHMH pa3 B MECSI] C
LEJTBI0 CBOEBPEMEHHOIO BBIABICHUSA (AKTOB HAPYIIEHHs TpeOOBaHUM HACTOSIIETO
[TonoxeHus.

10.4. ®akTel MpPOBEPOK 3JEKTPOHHBIX IKYypPHAJIOB OTPAXKAOTCA B
CIICLHAbHOM KypHayle NpoBepoK. [locne kaxmoil NpoBepKH aJIMHHHCTPATOp
HCII/Ix nenaet COOTBETCTBYIONIYIO OTMETKY B )KypHaJle H CTaBUT CBOIO IOZIHCH.

11. IlpaBuia aHTHBHPYCHO#H 3a1HTHI
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11.1. K wucnons3oBanuio Ha APM u B UCIIJIH HOmMycKalOTCsl TOJNBKO
JTAUCH3HOHHBIE aHTHUBHPYCHBIE CpEACTBAa, OQHUUAIBHO 3aKyIUICHHBIE Y
IIOCTaBIIMKOB YKa3aHHbBIX CPEICTB.

11.2. VcranoBka ¥ HayalbHas HaCTPOHKa CPe/ICTB aHTHBHPYCHOTO KOHTPOJIS
ocyuectsisierca agMuauctparopom UCITIH.

11.3. Anvunuctparop UCIT/IH ocyiiecTBiseT MepHOAHYECKOe OOHOBICHUE
aHTHBHPYCHBIX [1IAKETOB U KOHTPOJIb HX paboTOCITIOCOOHOCTH.

11.4. Spneik 1 3amycka aHTHBHPYCHOM IpOrpamMMbl JIOJDKEH OBITh
JocTyneH BceM nosb3oBarensM MUCIT/Ix.

11.5. ExeHenensHO B Hadaie paboTHl (mociie 3arpy3Kkd KOMITBIOTEDA B
AaBTOMAaTHYECKOM DEXHME) JOJDKEH NMPOBOJIUTHCS AHTUBHPYCHEBIA KOHTPOJE BCEX
JINCKOB H (haiiIoB KOMITEIOTEPOB.

11.6. OO6s3aTenbHOMY aHTHBUPYCHOMY KOHTPONIO IIOMIECKHT J00as
HHbopMaLs (TeKcToBEIe (aiiib IF0OEIX GOpMaTOB, (haiiibl JaHHBIX, HCIOIHIEMEIE
(atiner), HHGOpMAILMI HA CHEMHBIX HOCHTENSX (MarHHTHBIX JMCKaxX, jJeHTax, CD-
ROM wu t1.1.). KoHTpone wucxomsmiedf uHbOpMaid HeOOXOAMMO NPOBOIAMTE
HETIOCPEJICTBEHHO II€pe]l apXUBUPOBAaHHEM U OTIPABKOH (3aIMCBI0 HA CHEMHBIN
HOCHUTEIIb).

11.7. @aiinel, nomemaemple B SJIEKTPOHHBIA apXWB HAa MAarHMTHBIX
HOCHTEIAX, JO/DKHBI B 00g3aTeNbHOM IIOpSAKE TPOXOJWTH AHTHBHPYCHBIMA
KOHTpONb. IlepHogudeckue DOpPOBEPKH OJIEKTPOHHBIX  apPXMBOB  JOJDKHEI
IIPOBO/IMTHECS HE PEKe OJHOTO pa3a B MECHIL.

11.8. YcranasmiBaemoe [10 nomkHO OBITH IpeBAPUTENBEHO IPOBEPEHO HA
OTCyTCTBHE BUpycOB. HernocpeacTBeHHO nocne ycraHoBKH [10 agMuHHCTpaTopom
WCII/Ta nomxHa 6BITh BEIONHEHA aHTHBHpPYCHas mpoBepka UCIIT/IH.

11.9. Ha APM 3anpeniaercs ycraHoBka [10, He CBS3aHHOTO C BHIITOJHEHHEM
(yHKIWMH, INpeAyCMOTPEHHBIX  TEXHOJOTHYECKHM IPOIEccoM  06paboTku
UH(pOPMAaLIUH.

11.10. Ilpy BO3HHKHOBEHHHM HOHO3PEHHUS Ha HaJIHYHE KOMITBIOTEPHOTO
BHUpYycCa II0JIb30BaTeNIb CAMOCTOATEIBHO UK BMecTe ¢ aamMuHuctparopom WUCIT/Ix
JIOJDKEH IIPOBECTH BHEOYEPENHOH aHTUBHPYCHBIH KOHTposib APM.

11.11. B ciy4ae oOHapyXeHUS NPH IPOBENCHUH aHTHBHPYCHOM IIPOBEPKH
3apaXCHHBIX KOMITBIOTEPHBIMHA BHpycaMH ()aiiJIoB I0JIb30BaTENb 00S3aH:

— IpHOCTaHOBUTH 00paboTky ganHEIX B UCIIIH;

— HEMEJIEHHO ITOCTaBHUTh B M3BECTHOCTH O (paKTe OOHApYKEHUS 3apayKeHHBIX
BHpycoM (aitnoB ammuHucTparopa HMCII[IH, a Takke CMeXHbIE
IO/pa3/IeJIEH s, HCIIOIB3YOIINE 5TH (Galibl B paboTe;

— IIPOBECTH JICYEHHE WIH YHUUTOXEHHE 3apaXKeHHbIX (hailiioB.

11.12. OTBeTCTBEHHOCTh 3a IIPOBEINCHHE MEPOIPUATHN AHTHBHPYCHON
samuTel B KOHKperHoM MCIIJIH u cobmomenue TpeOOBaHUN HACTOSILETO
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ITono)xenuss Bo3jaraercs Ha agmMuHHCcTpaTopa MCII/IH ¥ Bcex momp3oBareseii
UCTITx.

12. TIpaBn1a napo/ibHOM 3aHTHI

12.1. OpranuzanmoHHOe W TeXHHYECKOE 06ecIieueHHe CMEHEI, IIPEKpaIIeHHsI
AefictBrA mapoei B ICIT/IH, IpoLeccoB reHepaiiy H HCTIOIB30BaHHS BO3JIAraeTes
B Ipelenax HX IOTHOMOYWM Ha pabOTHMKOB  TEXHHMUYECKOTO OTHela M
apmunncTparopa MCIIIH, cOnpoBOXIAIOIEro MeXaHW3Mbl HACHTHOHKALMH |
ayTeHTH(HUKaIuK (IIOATBEPIKAECHHUS MOJIHHHOCTH) [ONB30BaTENeH 110 3HAYCHHSM
Taponei.

12.2. Tlpn ucnons3oBanuu maponeit B MCII/[H BBINONHAIOTCS ClIeAyIoIIHe
HpaBHJIa:

— Tapoji¥ JOJ/UKHBI MEHATBCS C YCTAHOBJICHHOH IEPUOAMYHOCTHIO B
COOTBETCTBHH C TpeOOBAHHAMH OPraHHU3ALMOHHO-PACTIOPAIUTENLHOTO
JNOKYyMeHTa Y YperxaeHus;

— Tapojb HMEET He MeHee 8 CHMBOJIOB H KaK COAEPIKUT OyKBEHHBIE (3araBHbIe
U CTPOYHBIE), TaK H IH(PPOBEIE CHMBOJIEI;

— O00A3aTCNBHO TNpUMEHEHHe HHAMBHAYalbHBIX Tapoliel, IpUMeHeHHe
IPYNIIOBBIX [IAPOJIEH HE NOITyCKAeTCs;

— TIpH CO3JaHHH MapoJIs MOJIb30BATENs] aIMHHHCTPATOPOM IPELY CMATPUBAETCS]
BO3MOKHOCTB €I'0 aBTOMaTHYECKOe U3MEHEHHE CAMHM II0JIB30BaTeNIEM [IOCIIe
nepsoro Bxoza B UCIT/x;

— AL IPeIOTBPAIEHHs IIOBTOPHOTO MCIIONIE30BaHHA ITapOJIEit BEAETCS MX yUeT
3a npeasiayne 12 mMecses;

— TIpH BBOJE NapOJib HE BEINACTCS HA MOHUTOP KOMITBIOTEPA B IBHOM BHUJIE;

— PEKOMEHZIYETCA HCIIONb30BaHHE BO3MOKHOCTEH OMepadoOHHON CHCTEMBI 110
KOHTPOJTIO 32 IIEPHOUYHOCTBIO CMeHBI (He pexke 1 pasa B 3 Mecsina), cocTaBy
CHMBOJIOB ¥ HEJIOIYIIEHHIO [IOBTOPEHHH TTapoiei.

12.3. Kourpons 3a neiictusmu nons3oBateneit MCIIu npd pabote ¢
napojiiMH Bo3naraercsi Ha aaMmuHHcTparopa HMCII[lH B OTBEeTCTBEHHOro 3a
obpabotky 1 3amuty [1/IH B mpeaenax UX MOTHOMOYHIA.

12.4. Tlpy ucnons30BaHUK ApoJie 3alpeIaeTcs:

— HCIOJB30BaTh B Ka4eCTBE MapoJis CBOM MMs, (aMHIHIO, JAaTy POKIEHUS,
HM€Ha POJICTBEHHUKOB, KIIHYKY COOaKH U T. II., PaBHO KaK ¥ OOLIYHEIE CIIOBA;

— HCIONB30BaTb B KA4eCTBE IApOJis PYCCKOE CJIOBO, BBEJEHHOE NpH
HaXOXK/ICHUH KIIABHATYPEI B JIATHHCKOM PETHCTPE;

— HCI0JIB30BaTh B KAYECTBE [1apOJIsl JJETKO BEIYUCIIIEMEIE COYETaHNS CUMBOJIOB
(umena, dammmmy, HaumveHosamds APM), a Ttakxke O0IIenpUHATEIE
COKpAIlEHHS;
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— HCIIOIb30BaTh B KAYECTBE IapOJis "IyCTOH" Iapolb - UMs BXOJa B CHCTEMY,
a TaK)kKe BEIOHPATh IapoJIH, KOTOPHIE YIXKe HCIOIb30BaJICh PAHEE;
— HCIIOJIb30BaTh OJMH M TOT XK€ Mapoib IIpH 3arpy3ke APM u mpu pabote B
WCIT I,
— 3allHCBIBATh MapOoJIb Ha HEYYTEHHBIX OYMaXXHBIX HOCHTENAX HHOOPMAIHH;
— pasriamarhk KoMy OBl TO HH OBLIO CBOH IIEPCOHAIBHEIE IIAPOJIH JOCTYIIA.
12.5. Bnagenbupl naposell 3HaKOMATCS C MEPEYUCIEHHBIMA TPEOOBAHUAMU
OpraHU3al{H MapOJIBHOM 3alIMTEI C IIPOCTaBIeHHEM COOCTBEHHOPYYHO ITOIIHCH B
JIACTe O3HAKOMIIEHHsI C COOTBETCTBYIOLICH NOKYMEHTHPOBAHHOM MPOIENYpOH U
NpeAyNpexaaloTcs o0 OTBETCTBEHHOCTH 3a HCIONB30BaHHE IHapoielf, He
COOTBETCTBYIOIIMX YCTAaHOBJIEHHbIM TpeOOBAaHUAM, a TaKXKe 3a pasrialleHHe
apoNbHOU UH(POPMALIUH,

13. IlpaBunsa ooHoBneHust UCII[{n u APM

13.1. HacTosimue mnpaBHia periiaMeHTHPYIOT obecredyeHHe 0e30IacHOCTH
HHOGOpPMaIMH NPH NPOBEACHUH OOHOBJIEHHS, MOIU(GHUKALMH OOIECHCTEMHOr0 1
IPUKIIATHOTO MPOrpaMMHOrO ofecredeH s, TEXHHYECKOro 00CIyKUBaHUs U IIpU
BO3HHKHOBEHHH HEIUTAaTHBIX cuTyauui B pabote MCIIIH.

13.2. IlpaBo BHeceHHA W3MEHEHHH B KOH(DUIYpalMIO AalIapaTHO-
IPOrpaMMHBIX, CHCTEMHBIX ¥ IIPHUKJIaJHBIX IIPOrPaMMHBIX CPEICTB 3alHMIIEHHBIX
WUCITTn npenocraBiseTcs IO COINIACOBAHHIO C JUPEKTOPOM  YUPEKICHHS:
apmunucTpatopy MCIT/IH 1 cucTreMHOMY aJIMHHHCTPATODY.

13.3. W3MmeHenne KOHQHIypalUM aNMapaTHO-IIPOTPaAMMHBIX —CPEJCTB
UCITTu xeM-1160, KpOMe BBIIIENIEPEYHUCIEHHBIX YIIOJHOMOYEHHEIX COTPYAHHKOB,
3aIpemnieHo.

13.4. Tlpouemypa BHeceHHs W3MEHEHHH B KOHQUIypaLHMIO AalapaTHO-
[IPOIPaMMHBIX, CHCTeMHBIX H MPHKJIAIHBEIX mporpaMMHbIx cpeactB MWCII/Ix
PETIaMeHTHPYETCS COOTBETCTBYFOLMMH JIOKAIbHEIMA HOPMATHBHBIMH aKTaMH.

13.5. VYcranoBka u o6HoBieHwe IIO (cHcremMHOro, TECTOBOrO H T.II.)
NPOU3BOAMUTCSA TOJBKO C OPHUIHHAIBHBIX JIMIEH3UOHHBIX AUCTPHOYTHBHBIX
HOCHTEJIEH, [TOJIyYeHHBIX YCTaHOBICHHBIM TTOPSIKOM.

13.6. Bece nobasisieMble IporpaMMHEIE U ANNAPATHLIE KOMIIOHEHTHI J0JIKHEI
ObITb  NpEABapUTENBHO  YCTAHOBICHHBIM  IOPSJKOM  MPOBEPEHH  Ha
paboTocIIocOOHOCTS, a TaK)Ke OTCYTCTBHE OMACHBIX ()yHKIIHA.

13.7. C nensro codmoaeHus IPUHINIA [TIEPCOHAIEHOW OTBETCTBEHHOCTH 34
CBOHM JedcTBUA Kaxzaomy mousb3oBatenio MCIIJH HOMKHO OBITH COMNOCTABICHO
MEPCOHAIbHOE YHUKAIbHOE MM (ydeTHas 3aIlMCh IT0T30BATels), IO KOTOPEIM OH
OyZeT perucTpupoBaTbes U paboraTh Ha ganHoM APM.
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13.8. Micnionp3oBanme HecKOIBKUMH 10b30BaTeaMi ICIT/IH oHOTO U TOTO
K€ UMEHH 110J1b30BaTens ("TpynInoBoro MMeHH'") 3arpereHo.

14. Ilopsgok yHHUYTOKeHHS 3aIIHIIEHHOH HH(OPMAIIHHA H ee HOCHTeJ el

14.1. YHMYTOXEHHIO B 00543aTeIbHOM MOpSZIKE IOJJIEXKAT ITOBPEXKICHHBIE,
BEIBOOMMBIC M3  JKCIUTyaTallid  HOCHTENH, COAEpKalllhe  3allUllaeMyro
vH(OpMAaIUIO, HCTIONBE30BAaHHE KOTOPEIX He TPEANONaraeTcs B JalbHeHIIeM.

14.2. YHHYTOXEHHIO TOJJIEKAT HOCHUTENH, COAEpIKAIMe 3alHIaeMyI0
“H()OPMAIHIO, KOTOPhIE BEIBOAATCS M3 3KCIUTyaTaluu B coctae UCIT/IH.

He pomyckaeTcst yHHYTOXKEHUE HEUCIIPABHBIX HOCHTENEH M Ilepeiaya MxX B
CEPBUCHBIA MEHTP I PEMOHTA. TakHe HOCHUTENH [IOJDKHBI YHHYTOXATHCA B
COOTBETCTBHH C HACTOALIUM ITOPSIIKOM.

14.3. YHHYTO)XX€HHE  [ODKHO  IIPOM3BOMAWTECS IO  TEXHOJIOTHH,
NpeJyCMOTPEHHOH I  [aHHOTO THOA  HOCHTENS, C IPHMEHEHHEM
CepTHGUIMPOBAHHBIX CPE/CTB rapaHTUPOBAHHOTO YHHYTOXEHHsI HH(OPMAITHH.

14.4. YHHYTOXCHHE HOCHTENEH TPOH3BOAMTCSA IIyT€M HAHECEHHA UM
HEYCTPaHUMOI'0 (PM3MYECKOr0 ITOBPEXKICHUSA, HCKIFOYAIONIEr0 BO3MOXKHOCTH HX
HCIIONB30BaHUS, a4 TakKe BOCCTaHOBIEHHs HH(opmanuu. HemocpencrseHHEBIE
HNEUCTBUSL 110 YHHYTOXXEHHIO KOHKDETHOTO THIIA HOCHTENS MIOJDKHBL OBITH
AOCTAaTOYHBI IS HCKITFOYEHHS BO3MOXKHOCTH BOCCTAHOBICHUS HHG)OPMAIIHH.

14.5. bymaxxHble U IIPOYHE CrOpaeMBle HOCHUTENM YHUUTOXKAIOT ¢ TOMOIIBIO
MOOBIX OyMaropesaTebHBIX MaIlIHH.

14.6. I'lo ¢akTy yHUYTOXKEHHUS WIIH CTHUPAHUS HOCHUTEJIEH COCTABIISIETCS aKT, B
XKypHajax y4era JeJIat0TCs COOTBETCTBYIOIIHE 3aIHCH.

14.7. IIpouenypsl CTUpaHUS U YHUYTOXXEHHS OCYILECTBIISIOTCS IIOCTOSHHO
neicteyromeit Komuccueit o IT0#H.

15. 3akir0oYHTENBHbIE MOJI0OKEeHH S

15.1. TpeboBanus HacTosmero IlonoxeHHs o00S3aTeNbHBI OIS Beex
PabOTHHUKOB, OIyIIEHHBIX K 00paboTke IT/IH.

15.2. Hapymenne tpeGoBanuii Hactosmero [TomoxeHus BiedeT 3a coboit
AUCLMIUTAHAPHYIO, FPaKIaHCKO-IIPaBOBYIO, aIMHUHHACTPATUBHYIO WM YTOJIOBHYIO
OTBETCTBEHHOCTH B COOTBETCTBUH C 3aKOHOaTeNbCTBOM Poccutickoii @enepariuy.




